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Part 1: 
Services Package
Section 1  Introduction

Client is looking for a comprehensive package of SLA enhanced professional services backed by the power of a 24X7 Enterprise Centric, Network Operations Center (NOC), with a robust portfolio of monitoring services.

Section 2  Statement of Services Overview

Futuregen will provide Customer with 24x7 Monitoring of the Network and will leverage this monitoring to provide Managed and Professional Services in support of Customer’s IP infrastructure.  Futuregen will provide tier-1 and tier-2 support for all managed devices listed in Schedules 1, with a rapid response escalation process. Futuregen NOC personnel will escalate to Senior-level Engineering resources for on-call emergency (Priority-1) Service Requests (SR’s).  

Priority-1 Service Requests definition:
 ‘Customer’s production network is “down”, and a critical impact to business operations will occur if service is not restored quickly.’

The Statement of Services covered under this agreement describes “base” services and “optional” expanded services should the customer opt for them initially or in the future.

NOC responsibility:

Network Health and Connectivity with monitoring and support. (Real-Time monitoring, responding to alarms SNMP management, trending and historical reporting device health, carrier management, troubleshooting)

Base Services to be  included in contract:

a. Device health Monitoring (interface errors, CPU/memory utilization, etc.) 
b. Troubleshooting hardware issues (errors on interfaces, CRC, Collisions, etc.) 

c. Responding to alarms from the Futuregen Network Management Systems. (Bandwidth utilization, Latency, Up/Down, CRC) 

d. SNMP monitoring and reporting tool

e. Syslog Database Management 

f. Trending and Historical reporting of monitored devices available online and via stewardship reports
g. Configuration Management, weekly backup of existing configuration files in routers, firewalls and switches.
h. Customer web-based access to Management Tools and Reports.(Optional) 

Optional Services:

i. VPN Health and Connectivity with monitoring and support.
j. Internet Health and Connectivity with monitoring and support. 

k. Threshold Reviews (define alarms and violations) QOS, Bandwidth, errors. Ticketing and reporting that will be matching Service Providers SLA’s and reporting. Would be tuned to meet needs. 

l. NOC responsibilities escalated to professional services responsibilities per escalation SLA document 
m. Security Incident analysis and forensics
Professional Services Responsibility -Optional

a. Routing protocols and routing (for example BGP, EIGRP, RIP) troubleshooting and implementation support.

b. QoS performance related issues trouble shooting support.

c. Security issues (IPS, Firewalls, etc.) troubleshooting and implementation support.

d. Troubleshooting hardware issues advanced

e. Ongoing support and knowledge of Customers environment including best practices, technology updates, etc.

f. Respond to escalations from NOC

g. Security: Best practices; Change Control, Implementation, Systems review

Customer may directly engage Futuregen Engineers for Professional Services by opening a Futuregen Service Request (SR) as detailed in Section-8 Customer Initiated Remediation.   

· Note: Futuregen Services provided in this SOW for the Professional Services Charges as described in Schedule 4, Schedule of Charges include all reasonable engineering engagements in support of Customer’s IP infrastructure within the budgeted hours contained herein.

Section 3  Agreement Time Frame

Start Date: 
Ten (10) business days after Effective Date of SOW 

End Date: 
One (1) year after Effective Date of SOW.

The Services provided under this SOW are performed 24x7 including designated Futuregen holidays. 

Section 4  NOC and Call Center Services

OPERATIONAL SERVICES

Network Health and Connectivity with monitoring and support. (Real-Time monitoring, responding to alarms SNMP (Simple Network Monitoring Protocol)  management, trending and historical reporting device health, carrier management, troubleshooting)

A.
Monitoring Service

Specification:

The monitoring of IP device connections will be the core service provided to the Customer by the Futuregen NOC (Network Operations Center) component of this service offering. For the purposes of this document, successful IP transmission monitoring service will hinge on two components for each device under the monitoring agreement:

a)  An access component between the Customer network and the Futuregen NOC (Network Operations Center). 

b) Core component(s) providing transit for Customer data across the Customer network backbone, between the points listed in Schedule 1( One Device Info Sheet per IP device)
B.
IP Monitoring Services 

Specification:

Futuregen Monitoring Service provides assistance in supporting basic transmission services problems, which includes the transmission of IP traffic between each Customer device(s) under this Agreement. The service shall be provided to designated points on the list in Schedule 1.

The following information will be tracked for every location/device that is listed in Schedule 1:

· Device:

· Manufacturer:

· Model:

· Interfaces monitored:

· Passwords:

· SNMP Read Only community strings:

Management Systems Services Parameters (If listed in Schedule 1):

Base Services included on all monitored devices”

Device health Monitoring: Any devices/interfaces listed in Schedule 1 will be monitored for up/down, respond to SNMP monitoring and may have alarm thresholds defined by Futuregen and customer to ensure proper functionality of the device and that it is passing healthy traffic as defined by agreed upon alarms.

Alarm Types (examples): for the previous services alarm thresholds may include but are not limited to: interface errors, CPU/memory utilization, CRC, Collisions, Latency, carrier transitions, up/down, etc. 

Carrier SLA Management: Customer provides Futuregen with their contracts to the carriers. Futuregen to provide monthly report with an SLA refund tally column. 

SNMP (Simple Network Monitoring Protocol)  Management: Futuregen will store and maintain SNMP (Simple Network Monitoring Protocol)  data for monitoring and alarm purposes. Analysis tools are available on line to the Customer to help diagnose network problems and to tune network for improved performance.

Syslog Database Management: Futuregen will store and maintain Syslog data for monitoring and alarm purposes. Analysis tools are available on line to the Customer to help diagnose network problems and to tune network for improved performance. 

Reporting – Trending, Historical, Ad-Hoc : The services previously listed provide real time and historical data output. Futuregen allows for a minimum of 90 days history to allow for trending and historical reporting that may be used for tuning alarms and/or network design and best practices (to be defined by customer and Futuregen the content of  the reporting).  The customer may also request various Ad-Hoc and customized reports as needed.
Optional Monitoring:

Threshold Reviews (define alarms and violations) QOS, Bandwidth, errors. Ticketing and reporting that will be matching escalation SLA’s. Will be tuned to meet needs.

VPN Health and Connectivity: Links/tunnels are confirmed to be “up” in a secure fashion as engineered and are providing traffic within defined parameters. Alarm thresholds are determined jointly by Futuregenand the customer and may be adjusted as required to tune the system for best usefulness. 

Internet Health and Connectivity: Links to Internet are confirmed to be “up”. If firewall is under Futuregen management, Futuregen will ensure that it is passing traffic as defined by Futuregen and Customer. Alarm thresholds may be periodically adjusted to provide best functionality.
Security Monitoring: respond to tuned alarms on the customers IDS, or firewall anomaly detection (if implemented by customer). NOC staff to work with alarms and help tune thresholds. Follow and define processes.

Professional Services Escalations: NOC responsibilities escalated to professional services responsibilities per escalation SLA document (appendix 5) in the advent that the NOC staff cannot remedy a problem directly.

C.
Trouble Ticket Specification:

Futuregen provides a trouble ticket tracking system for all Customer Network outages in excess of 10 minutes or a chronic threshold that is defined by the customer is exceeded. These recorded incidents are available in the form of text documents or may be viewed in real time via secure Web portal.

a. Futuregen will support the installation and configuration for the purposes of monitoring by Futuregen NOC, of manageable devices at Customer’s site that are covered by this agreement. This installation support is applicable for all future SNMP supported products Customer wishes to add or include to this agreement.

b. Proactive Device Monitoring 24 hours a day, 7 days a week 365/366 days a year will be conducted by Futuregen Operations Center.

c. Futuregen will generate a Trouble Ticket and will notify Customer’s Technical Contact within the parameters of Schedule 5 depending on type of Customer Network Event.

d. All alerts received in respect of the monitoring will be responded to immediately by Futuregen and Futuregen will work to resolve the problem remotely pursuant to each of the terms of Support Services set forth in the Agreement. Futuregen will open a Trouble Ticket for all issues that will only be closed after successful resolution.

e. Futuregen will deliver reports to Customer via email.
D.
Fault Reporting Specification:

a. Futuregen provides a web enabled means by which Customer may independently report network faults to Futuregen NOC (Network Operations Center). Both email and a Singapore based number are monitored constantly. Futuregen will execute a response to a customer reported incident with procedures for fault verification and will issue a trouble ticket in the event of a confirmed problem. 
b. Full escalation in response to continuing problems are implemented as illustrated in Appendix B. The Customer contact will be kept aware of progress and status during periods of disruption.

Any communication received by the customer will result in the generation of a ticket for tracking purposes even if no trouble ticket is issued for escalation.

c. Futuregen utilizes a suite of tools to determine the accessibility of each Customer serviced device to initiate fault recovery action proactively, without waiting for fault reports to be made by the Customer.

d. Futuregen will contact the Customer representative within the specified time in Schedule 5; this obligation is dependent upon the ability of the Customer institution to receive such notifications. If delivery is not possible because the Customer is not available at the time, contact by Futuregen shall be made within one hour of the Customer normal staffed period. If there is no response from Customer to a query made during a staffed period, Futuregen shall escalate the issue to the proper Customer contact via phone/email.

e. Futuregen NOC Ticketing System keeps a record of all communications with the Customer, Carriers and Futuregen professional services team concerning fault reports and return to service indications. 
f. Futuregen will report to the customer in the monthly stewardship report an overall network rating uptime rating in percentage. Also will report circuits and equipment uptime rating in percentage.

Section 5  Customer Notification and Stewardship Review:

a. Futuregen NOC and/or Customer are able to report network faults at any time. Futuregen professional services group will confirm fault and act upon the situation as defined in this document within the terms of the SLA.

b. Futuregen will respond to any network issue with an initial update within the parameters listed in Schedule 5. These updates will be logged and will be reviewed with the customer.

c. Futuregen will provide status updates every hour as the result of alarm acknowledgements or a Customer request for assistance. These updates may be more or less frequent depending on the availability of said data from third parties, and/or local Customer assistance, if deemed necessary. 

d. Futuregen will regularly meet with Customer to review performance in a quarterly time frame. Additional verbal and email conversations where appropriate are encouraged.

e. Monthly Stewardship reports include: Network uptime, Average mean time to repair, Total number of tickets, Exception, trend and threshold reporting, Futuregen response time and SLA compliance.

f. Futuregen will attend a quarterly meeting with the customer regarding operations if customer is available. 

Section 6  Service Access Requirement

Please note that Futuregen initiates Customer remote network access, at Customer expense, and monitors Customer's network with lease line, VPN. 
Section 7  Futuregen Professional Services Augmentation Package

(Optional: If enabled) Futuregen will be responsible for providing on-call emergency Senior Engineering resources to support Customer’s IP infrastructure.  Futuregen will also provide Customer with real-time access to the Futuregen ticketing and Service Request tracking system.  The terms and conditions of this Professional Services Agreement are outlined in Schedule 4.

Section 8  Customer Initiated Professional Services Requests

(Optional: If enabled) Futuregen will provide 24x7 call center access to Customer for the purposes of receiving and tracking emergency Service Requests.  On receipt of a request for emergency service, a Priority-1 (see schedule 5) Service Request will be generated in the Futuregen ticketing system.  The on-call engineer will respond directly to Customer in the accordance with schedule 5. 

Section 9  NOC Initiated Remediation

Futuregen will provide 24x7 call center access to Customer for the purposes of tracking emergency Service Requests.  On receipt of a Priority-1 service outage alarm from the Futuregen Managed Services Network Management Center, a Priority-1 Service Request will be generated in the Futuregen ticketing system. 
(Optional: If enabled) The on-call engineer will respond directly to Customer in the accordance with schedule 5. 

Section 10  Service Level Agreement

Futuregen will meet its Professional Services response time commitment for emergency remediation as defined in, Futuregen Service Level Agreement Matrix in Schedule 5

Futuregen will provide 24X7X4 NOC coverage as subscribed to by the customer. Missed trouble tickets or down time will equate to a reimbursement to the customer of 1 Day of credited service per incident that are the result of negligence or facility issues on Futuregen part. Customer caused outages, failed monitoring circuit (failsafe redundant circuits and or VPN recommended) or failed notification to Futuregen or other incidents that are beyond Futuregen control are exempt to the SLA penalty.

Section 11  New Criteria Acceptance Criteria/Approval  

Futuregen must confirm that the monitored Equipment configuration is properly installed and operational. A test and Turn-Up confirmation will be performed of the Customers premise equipments ability to access a monitoring VPN and/or lease line circuit. The confirmation must minimally take the form of a simple PING. 

If out-of-band management exists, Futuregen will test access to ensure that they can adequately access and manage the device. 

	Document
	Description
	Time Frame

	Project Timeline
	Includes major milestones in hardcopy or electronic format when the device is to come on line for NOC management
	Within one (1) week of start of project

	Equipment Configuration Document
	As-is documentation of Equipment configurations in hardcopy or electronic format
	Within one (1) week of end date of turn-up

	Password documentation
	Equipment passwords in hardcopy or electronic format 
	Within the customer change control timeframe


Approval

At the completion of each Site Installation/Device Installation, Futuregen shall complete the Site Acceptance documented in schedule 1, and record the number of Customer not Ready instances as well as any other surcharges for the Site and obtain Customer sign-off.

Pricing Schedule Base Services (Optional Components Not Included)
25 SGD per IP device per month for 10 minute response time SLA

35 SGD per IP device per month for 5 minute response time SLA

Customer Name:
Futuregen International Pte Ltd
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	Date:
	     
	
	Date:
	     


Schedule 5 NOC SLA Response Time Matrix

Professional Services - Priority Level Definitions:
	Priority
	Definition / Description
	Initial Communication
	Recurring Communication
	Communication Content
	Contact Means

	

	1
	Customer’s production network is down, and a critical impact to business operations will occur if service is not restored quickly.  No workaround is available.
	Futuregen NOC provides notification within five (5) minutes of receipt of Priority-1 Service Request.
	Futuregen Assigned SE provides status updates on an hourly basis for the duration of the outage.
	Current Status, RFO and Estimated Resolution Time.
	Customer’s choice of voice or email communication.

	2
	Customer’s production network is severely degraded, affecting significant aspects of business operations.  No workaround is available.
	Futuregen NOC provides notification within ten (10) minutes of receipt of Priority-2 Service Request.
	Futuregen Assigned SE provides status updates every two (2) hours for the duration of the outage.
	Current Status, RFO and Estimated Resolution Time.
	Customer’s choice of voice or email communication.

	3
	Customer’s network performance is degraded.  Network functionality is noticeably impaired, but most business operations continue.
	Futuregen NOC provides notification within thirty (30) minutes of receipt of Priority-3 Service Request.
	Futuregen Assigned SE provides status updates every twelve (12) hours for the duration of the outage.
	Current Status, RFO and Estimated Resolution Time.
	Customer’s choice of voice or email communication.

	4
	Customer needs information or assistance concerning product capabilities, product installation, or basic product configuration.
	Futuregen NOC provides notification within two (2) hours of receipt of Priority-4 Service Request.
	Futuregen Assigned SE provides status updates every twenty four (24) hours for the duration of the outage.
	Current Status, RFO and Estimated Resolution Time.
	Customer’s choice of voice or email communication.


Note:  Declaration of Priority Level will be made by the Client using the definitions above

	Appendix B

CARRIER OUTAGE
	

	Outage Timeline
	Action

	5 mins
	Open Trouble-Ticket, Notify Customer

	10mins
	Update Trouble-Ticket with RFO and Carrier Trouble-Ticket#, Notify Customer

	60min increments
	Regular status updates until service is restored

	
	

	POWER OUTAGE
	

	Outage Timeline
	Action

	10mins

	Open Trouble-Ticket, Notify Customer

	<Undetermined>
	Single update when power is restored

	
	

	HARDWARE FAILURE
	

	Outage Timeline
	Action

	10mins
	Open Trouble-Ticket, Notify Customer

	30mins
	Update Trouble-Ticket with RFO, Manufacturer RMA# and ETA

	24hrs

	Regular status updates until service is restored

	
	

	SCHEDULED MAINTENANCE
	

	Outage Timeline
	Action

	10mins

	Open Trouble-Ticket, Notify Customer

	<Undetermined>
	Single update when Maintenance Window is complete and service is restored
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“VENDOR”  Network Services Agreement
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